Abstract-Digital watermarking is seen as a necessary and important field to be developed since the attacks and manipulations of digital documents and media are actively done. This paper surveys and reviews some basic theory about digital watermarking, such as the technique classification, requirements and possible attacks nowadays. Since all data in medical images are significantly important, the demand for the authentication is high. Therefore, this paper also focuses on a specific application of digital image watermarking for medical images which are tamper localization.
I. INTRODUCTION Nowadays it is a trend to create, store and distribute data in digital multimedia data format. In general, multimedia brought many benefits to society. For instance, the good quality of the image and voice as well, easily send or receive messages and important documents, which make our life easier and convenience. However, this revolution helps the pirates to exploit these features for their own intended purpose illegally [1] .
Therefore, the demand for the authentication methods of digital media becomes significant issue in order to ensure that work has not been tampered with, especially for some cases like national security, medical safety, internet banking and transfer of military information and forensic investigations. In terms of medical use, a major concern among the clinical professionals is that the probability of being modified by attacker, thus, the demand for the authentication and originality is high [2, 3] .
Image authentication can assure receivers that the received image is from the authorized source and that the image content is identical to the one sent [4] . Nowadays, even by using generic software for image elaboration, a medical image can be attacked by erasing or adding any sign of disease onto it. If this image were a critical piece of evidence in a legal case or police investigation, this form of tampering might pose a serious problem.
Researchers recognized that image authentication techniques are applied using two kinds of tools, digital signature and watermarking [4] .A digital signature is non-repudiation, encrypted version of the message digest extracted from the data. It is usually stored as a separate file, which can be attached to the data to prove integrity and originality. Watermarking techniques consider the image as a communication channel. The embedded watermark, usually imperceptible, may contain either a specific producer ID or some content-related codes that are used for authentication [5, 6, 7, 8] .
For comparison, digital signature is appended in the header of an image file, which may be easily stripped off, for instance, when the file is opened and saved in a different format. While in digital watermarking, the authentication information is directly embedded into the image data, which the authentication information survives even when the host image undergoes format conversions. Another advantage is the digital watermark's capability for isolating manipulated image regions. This functionality is known as the tamper localisation property [4] .
A digital watermarking system considered as a solution for preserve the integrity, confidentiality and the authenticity of medical images. Among the recent authenticity concepts are tamper localization, reversible and recovery scheme [9] . This paper surveys the classification, requirements, attacks and the need of the watermarking, specifically on medical images.
II. TECHNIQUE CLASSIFICATION OF IMAGE WATERMARKING
Watermarking techniques can be classified according to how the watermark is embedded [1, 10] . Mainly, it is divided into two broad categories, spatial domain and transform domain [11] .
A. Spatial Domain
One of the earliest and most simple techniques is to embed the watermark information into the least significant bits (LSBs) of the image [11, 12] . The watermarks are embedded in the last bit of selected pixels of an image. Since a change in LSB DOI: 10.5963/BER0202004 corresponds a change in one unit of image gray value, its modification is not perceivable by human eyes [13] . This technique does not produce serious distortion to the original image. It is not as robust as transform domain techniques and rarely survives various attacks.
Therefore, usually the technique is in fragile watermarking which the aim is to be destroyed and become undetectable after the image has been modified in any way. If a fragile watermark is detected correctly in an image, we can say that the image has not been altered or tampered with since the watermark has been embedded [4] .Such techniques are described in [14] and [15] . These techniques embed the mark in the least significant bit plane for perceptual transparency. Another early technique which has been a reference to many researches is the one proposed by [16] . The scheme embeds a binary logo of the same size as the host image by means of a key dependent look-up table (LUT) that maps every possible pixel luminance value to either 0 or 1. The watermark is inserted by adjusting the LSB value of each image pixel in the spatial domain to match its corresponding LUT value.
A modification of position-dependent LUT is proposed by [17] to dramatically increase the search space. In another study [18] improved the algorithm by using 64x64 block cipher instead of LUT, and the watermark is embedded in a 32x32 block. The improved scheme can be used against the block analysis attack.
B. Transform Domain
Most of the transform domain techniques embed the watermark information into the transform coefficients of the cover image. The transform domain techniques produces spectral domains where watermarking can be applied. The most popular techniques in this category are Discrete Cosine Transform (DCT), Discrete Wavelet Transform (DWT) and Discrete Fourier Transform (DFT). The advantage of these techniques is they can overcome possible compression and more robust against geometric transformation such as rotation, scaling, translation and cropping; but, the disadvantage is they need a certain amount of computation which take longer time to produce [10] .
A study [19] had described a technique based on a modified JPEG encoder. The watermark is inserted by changing the quantized DCT coefficients before entropy coding. A special lookup table of binary values (whose design is constrained to ensure mark invisibility) is used to partition the space of all possible DCT coefficient values into two sets. The two sets are then used to modify the image coefficients to encode a bi-level image (such as a logo).
Authentication techniques based on the wavelet transform had been proposed by [20] and [21] . The scheme in [20] embeds a mark by modifying the quantization process of Haar wavelet transform coefficients while [21] selectively inserts watermark bits by processing the image after it is in a compressed form.
In Table 1 , we illustrate the strength of transform domain compared to spatial domain. 
Spatial Domain Transform Domain
Embedding capacity is limited and not robust to common signal processing [27] More effective and better imperceptibility [27] Inefficient computational [27] Robust to common signal processing [27] and many forms of attacks [22, 23] Original image is needed [27] No need for original image [27] Direct embedding and Easy to implement and reacquire few computational resources [27] Includes many schemes as DFT, FFT, FHT and DWT [27] The watermarking scheme based on spatial domain is faster than that based on frequency domain since the step of transferring to frequency domain is not needed [28] Among the transform domain watermarking techniques discrete wavelet transform (DWT) based watermarking techniques are gaining more popularity [29] Spatial domain distorts the natural statistical properties of an image more than that in the frequency domain They can easily be fooled by any linear or non-linear distortion of the image, hence they cannot tolerate compression or noise [30] Less distortion for natural of image's properties [22, 24] III. REQUIREMENT FOR IMAGE WATERMARKING METHODS Most image watermarking schemes try to meet the following requirements [22, 23, 24] :
A. Perceptibility
The perceptibility of a watermarked image can be judged according to its fidelity and quality. Fidelity measures the similarity between images before or after watermarking [1] . A reconstructed image that is very similar to the original has a high fidelity. A low fidelity reconstruction is dissimilar or distinguishable from the original. DOI: 10.5963/BER0202004
The marked image must be perceptually identical to the original under normal observation. It is a challenge to researchers of making sure that the visual impact of watermarking is as weak as possible so that the watermarked image remains identical to the original [25, 26] .
There are several ways to quantify the distortion to measure whether the scheme is perceptible or not. They are discussed in Section V.
B. Robustness
It should be robust against typical attacks, transmission and storage imperfections, such as compression, noise addition, format conversion, bit errors, filtering and noise reduction. For content authentication, a robust watermark may not be able to differentiate both compression and tampering.
Fragile watermarking can be an advantage for authentication purposes. If a fragile watermark is detected correctly in an image, it can be assumed that the image has not been altered or tampered with since the watermark has been embedded [13] .
C. Capacity
Capacity is referred to size of the information or number of the bits encoded within unit of time or within a work. Sufficiently useful amount of information must be allowed by a watermarking scheme to be embedded into an image. The amount of information embedded is subjected to the application. A reversible watermarking scheme may need to embed more information to allow image restoration, than a watermark scheme that embeds hash value of an image for authentication purposes [13] .
High capacity also let the system have the ability to restore, even partially, altered or destroyed regions in order to allow the user to know the original content of the manipulated areas [25, 26] .If the watermark is applied with higher embedding strength (α),then the correlation values at binary detector will be higher, but at same time the modulate sites being more visible in the host image (losing the imperceptible) [13] .
D. Computational Complexity
The watermarking scheme should not be computationally complex especially for applications where real-time embedding is desired. In a hospital environment for instance, where thousands of medical image are produced daily, watermarking process needs to be less time consuming so that the operation of the hospital is not affected. Reducing the number of computations also means lower cost for computer hardware [11] .
Generally, watermarking schemes which embed in spatial domain, specifically LSB, take shorter time than schemes which embed in transform domain [11] .
IV. ATTACKS TO DIGITAL WATERMARKING
Watermarked images may be vulnerable to various attacks as there is no watermarking scheme that can provide the perfect security protection needed. Reference [31] had classified watermark attacks into four categories as below.
A. Removal Attack
The aim of removal attacks is to remove the watermark signal from the watermarked image without breaking the security of the watermarking algorithm. It does not attempt to find out the encryption techniques applied or how the watermark is being embedded. This category includes compression, noising, collusion, sharpening and histogram equalization. If these methods do not remove the watermark completely, they may damage the watermark information significantly. Collusion attacks are applicable when an attacker can obtain many copies of a given data set each signed with a key or different watermark. Then the attack can be such that all the copies are being averaged and an attacker can take small parts of each different copy [32] . An example of attack by collusion is to take two separately watermarked images and average them to form another.
B. Geometry Attack
In geometry attack, the watermark signal is distorted rather than being removed from the image. It is possible to recover the original watermark if proper countermeasure is applied. Included in this category are skewing, image rotation and translation.
C. Cryptographic Attack
The aim of this kind of attack is to break the security measures applied in the watermarking schemes. Once the security measure is broken, the embedded watermark is removed or a misleading watermark is embedded. Brute-force search is one of the techniques in this category. This technique attempts to break the security of the watermark by using a large number of known possible measures to find meaningful secret information. DOI: 10.5963/BER0202004
D. Protocol Attack
The last category is the protocol attack. It aims at attacking the entire concept of watermarking application such as in copyright protection. The attacker adds its own watermark into an image and causes the true ownership of the image in question.
1) Copy Attacks:
The intention of this attack is not to destroy or distort the watermark, but to estimate the watermark from the watermarked data and copy this estimated watermark to some other data which are called target data. The copy attack is applicable when a valid watermark in the target data can be produced with neither the knowledge of the watermarking algorithm nor knowledge of the watermark key [33] .
2) Ambiguity Attacks:
Ambiguity attacks create the appearance that a watermark has been embedded in a data when in fact no such embedding has taken place [34] . An attacker can use this attack to claim ownership of a distributed data. He/she may even be able to make an ownership claim on the original data. As such, ambiguity attacks can be considered a form of unauthorized embedding. However, they are usually considered as system attacks.
In ambiguity attacks with informed detection, the attacker defines his/her fake watermark to be a randomly generated reference pattern. He/she then subtracts this pattern from the watermarked data that had been distributed to create his/her fake original. Such, a situation is created in which both the owner and attacker can make equal claim of ownership. In ambiguity attacks with blind detection, it can be performed by constructing a fake watermark that appears to be a noise signal but has high correlation with the distributed data. However, Ambiguity attacks are unique in that they often do not require the watermarked data to be altered at all [35] .
3) Scrambling attacks:
It is a system-level attack in which the samples of the data are scrambled before reaching to the watermark detector and then subsequently descrambled. The type of scrambling can be a simple sample permutation or a more sophisticated scrambling of sample values. The degree of scrambling usually depends on the detection strategy.
A well-known scrambling attack is the mosaic attack, in which an image is broken into many small rectangular patches, each too small for reliable watermark detection. These image segments are then displayed in a table such that the segment edges are adjacent. The resulting table of small images is perceptually identical to the image prior to subdivision [35] . More general scrambling attacks require the receiver of the pirated data to obtain a descrambling device or a program.
V. METHODS TO QUANTIFY DISTORTION AFTER ATTACKS
Watermarked images may bear visible or invisible distortion due to the embedding process. There are several methods to quantify distortion.
A. Mean-square error (MSE)
This is defined as: ∑ which is the average term by term difference between the original image, I, and the watermarked image, I'. If I and I' are identical, then MSE (I', I) = 0.Nowadays, MSE is not widely used to quantify distortion because of the poor estimation of the true fidelity [4] . A better method has been introduced as peak signal-to-noise ratio (PSNR).
B. Peak signal-to-noise ratio (PSNR)
A related measure of MSE is defined as PSNR as stated:
Where max I is the peak value of the original image We will get the PSNR as infinity if MSE is 0, which means both signals are identical. PSNR is often used as a measurement for image fidelity in researches. A high PSNR means the image has a high fidelity.
C. Structural similarity index measure (SSIM)
The SSIM is also a well-known quality metric used to measure the similarity between two images, I and I'. According to DOI: 10.5963/BER0202004 [37] , SSIM is designed by modeling any image distortion as a combination of three factors that are loss of correlation, luminance distortion and contrast distortion. It is considered to be correlated with the quality perception of the human visual [38] . The first term, l(I,I') is the luminance comparison function which measures the closeness of the two images' mean luminance ( and ). This factor is maximal and equal to 1 only if = . The second term, c(I,I') is the contrast comparison function which measures the closeness of the contrast of the two images. Here the contrast is measured by the standard deviation σfand .This term is maximal and equal to 1 only if = .The third term, s(I,I')is the structure comparison function which measures the correlation coefficient between the two images I and I'. Note that is the covariance between I and I'. The positive values of the SSIM index are in [0, 1]. A value of 0 means no correlation between images, and 1 means that I=I'. The positive constants C 1 , C 2 and C 3 are used to avoid a null denominator [38] .
There is no specific rule in choosing PSNR or SSIM when evaluation of image quality is required [38] . Unlike MSE value which will not be affected by some attacks [37] , and might lead to false assumption, PSNR value can be predicted from the SSIM value and vice-versa [38] . Their main difference is on the sensitivity degree to attacks. In this paper, most of the papers that are reviewed used PSNR to evaluate the quality. Only one study evaluates with both methods.
VI. APPLICATION OF DIGITAL IMAGE WATERMARKING: TAMPER LOCALIZATION FOR MEDICAL IMAGES
From the Section IV, we can see that removal attack is a crucial problem to medical images. One of the requirements of an effective watermarking based authentication system as defined by [39] is the ability to identify manipulated area or also known as localization where the authentication watermark should be able to detect the location of manipulated areas, and verify other areas as authentic.
Reference [40] proposed a reversible scheme with tamper localization based on difference expansion. This scheme partitions an image into certain non-overlapping regions and appending the associated local authentication information directly into the watermark payload. The scheme also introduces the concept of region of authentication (ROA). ROA is a region used for integrity authentication or in other words, the area that needs to be protected. A ROA, which can be flexibly defined by the user, is partitioned into small regions as an image block or polygonal region in a multilevel hierarchical manner. The novelty of this scheme is that the information about the ROA is embedded as part of the watermark. The ROA will be used to reconstruct the ROA in the verification process. A hashing function is used to produce digital signatures for each image block which are then added to the watermark payload. In order to verify the authenticity of the image, the process starts by comparing the signature for the whole image. If the initial verification process fails, the ROA will be reconstructed. The signatures for the ROA will be compared to detect any tampering.
An interesting technique is used in the tamper localization process where an output image consists of shadings of the ROA is produced. The shading is used to reflect the level of confidence in the integrity of the ROA where light shadings correspond to high confidence value and dark shadings correspond to low confidence value. The tamper localization has the accuracy of up to 32 x 40 pixels. Ultrasound image was used in the experiment of this watermarking scheme and quality of the watermarked image is crucial especially for medical diagnoses. The perceptibility of the watermarked ultrasound image is not known as the measurement of the distortion level of watermarked image was not done in the experiment.
Reference [41] also proposed a tamper localization watermarking scheme that uses pixel value modification in order to allow the watermark to be reversible. The image is divided into 16 x 16 pixel blocks and Cyclic Redundancy Check (CRC) is computed for each block. Each CRC is embedded into its own block and in the event that the CRC cannot be embedded into its own block, the remaining bits will be carried over to the next block. The watermarked image can be verified by extracting the watermark and comparing the CRC of each block. Any mismatch of CRC values during comparison indicates tampering and the tampering localization accuracy is within 16 x 16 pixels. Medical images were watermarked and the PSNR of the watermarked images was between 34.0 and35.0 dB. The disadvantage of this scheme is that in order to allow reversibility, all pixel value needs to be increased by four pixel values during the embedding process to prevent bit overflow and thus the maximum pixel value allowable in an image to be watermarked had been constrained.
Both schemes proposed by [40] and [42] operate in the spatial domain and have tamper localization and reversible capability. The schemes might be able to identify the area of tampering but tampered region cannot be recovered. Recovery of the tampered region is useful in order to know exactly what had been tampered and the motive of the tampering.
Reference [42] proposed a reversible tamper localization scheme with tampered region recovery capability. This scheme is DOI: 10.5963/BER0202004 based on a difference expansion scheme proposed by [43] . It was modified to allow the watermark to be embedded into the transform domain by using the integer Haar wavelet transform. The image is first divided into blocks. The recovery information is generated by taking the average pixel value of each block and embedded as watermark. The watermark is encrypted before the embedding process as a security feature. The whole image can be verified by comparing the retrieved average pixel value from the watermark with the current average pixel value of the image. Any mismatch indicates tampering and tampered region can be localized to an accuracy of 4 x 4 pixels. The tampered block is recovered using the average pixel value retrieved from the watermark. The advantage of this scheme is that it can be modified to allow applying the watermarking process to a defined ROI rather than to the whole image. The recovery information of the ROI is stored as the exact pixel value rather than average pixel values. Mammograms were watermarked and have the PSNR between 36.4 and40.5 dB.
Reference [44] proposed a scheme that consists of two types of watermark. The first watermark is embedded into spatial domain and the second watermark is embedded into transform domain. The image is first divided into 16x16 pixel blocks. The first watermark consists of patient's data and the hash value of the ROI and is embedded into the ROI itself by using a modified difference expansion technique. An embedding map of the ROI is produced to form a second watermark together with compressed recovery information of ROI and average value of each block in the ROI. The second watermark is compressed and embedded into the region of non-interest (RONI) using a DWT technique. Tamper localization is done by comparing the average value of each block in the ROI with the retrieved average value from the watermark. Tampered blocks can be recovered using the compressed ROI. It was claimed that this scheme is robust against salt and pepper attack and cropping. A watermarked ultrasound image has the PSNR of 36.7 dB.
Earlier research by [45] had also produced a tamper localization and recovery watermarking scheme. It also uses block based technique where each block consists of 8 x 8 pixels. Each block is then divided into sub-blocks of 4 x 4 pixels.
A three-tuple watermark embedded consists of a two-bit authentication watermark and a seven -bit recovery watermark for other sub-block. Average intensity of a corresponding block and its sub-blocks is calculated to generate the authentication watermark. Average intensity of a sub-block is embedded as the seven-bit recovery watermark in another block which was predetermined in a mapping sequence. A parity bit is generated based on the seven-bit recovery watermark. Tamper localization is done by comparing the average intensity and parity bit. Blocks that were marked invalid are recovered using the embedded average intensity of the sub-block. The watermarked ultrasound image has a PSNR of 54.8 dB. This scheme was evaluated to know whether watermarked medical images affect clinical diagnoses. The study was done by [5] by adding an additional hash function to the existing watermarking scheme. Various types of medical images were watermarked and an ultrasound image has a PSNR of 54.2 dB with the total watermark bits of 480K. The watermarked images were assessed by radiologists and it was concluded that watermarked images did not alter clinical diagnoses. The disadvantage of this scheme is that it is not reversible. The original image is generally preferred by radiologist for diagnostic purposes [41] . Although it has been clinically evaluated, an option should be given to allow the watermark to be removed and the original image to be restored by request.
Reference [46] applied hash function to image blocks and embed the hash values into the LSBs of the corresponding blocks. They also used vector quantization to compress an image by producing an index table which can be used for image recovery. The index table is embedded into the second and third LSB of each pixel. Each block of the image is authenticated using the embedded hash value. Index table is used to reconstruct an image when tampering is detected. Tampered block is recovered using blocks from the reconstructed image. Non-medical image was watermarked with the PSNR of only 29.3 dB.
Reference [47] proposed an improved scheme which enables the detection of a tampered region and then recovers it by using the embedded information selected as the recovery feature. To extract the recovery feature, they analysed the image homogeneity using quad-tree decomposition. It divides a square image into several variable-sized blocks adaptively, and chooses the average value of each block as the feature. This method produces a more efficient length of the feature while ensuring that the visual quality of the restored image is better than the method proposed by [48] . The method had been experimented in CT image and MRI image. The PSNR for 12-bit CT image is 65.76 dB and is 89.3 dB for 16-bit MRI image. The values were improved from the result by [48] .
Reference [49] proposed a scheme called Tamper Localization and Lossless Recovery Watermarking Scheme with ROI Segmentation and Multilevel Authentication (TALLOR-RSMA), which is the enhancement of the tamper localization and lossless recovery (TALLOR) [50] scheme. The quality of the watermarked images using this scheme is high, with the average PSNR of 48.7 dB for the proposed scheme. Significantly, the recovered images were identical with the original images. This was proven after comparing the hash values from the original and recovered images. The method used in the TALLOR-RSMA scheme proved effective in reducing the tamper localization and recovery average processing time by approximately 50% compared with the TALLOR scheme.
A comparison between this scheme and the tamper localization and recovery scheme proposed by [44] which is described previously has been done. The data were based on an experiment performed on an ultrasound image. The comparison result shows that TALLOR-RSMA scheme is better in terms of embedding capacity and PSNR. The tamper localization accuracy of the proposed scheme is at one pixel compared with 16×16 pixels in the [44] scheme. The recovered ROI produced by TALLOR-RSMA is also of better quality due to exact recovery achieved. Table II shows the summary of the schemes discussed above. VII.
DISCUSSION
There are many watermarking schemes that aim for authentication verification. They have reversible, tamper localization and/or recovery applications. All schemes reviewed under tamper localization section in this paper were designed specifically for usage in medical images. All schemes have tamper localization capability and a majority has recovery capability. The watermarked images have the PSNR of between 29.3 to 89.3 dB. The schemes that have recovery capability operate in the transform domain are more robust against attack but require more complex computation. Eventually it needs more watermarking processing time.
From eight localization and tamper recovery schemes reviewed in this paper, seven of them work on the spatial domain. They are fragile watermarking. Many schemes find spatial domain is more suitable for authentication watermarking. In the case of authenticity, a fragile watermark has to prove that the image has been modified and is no longer authentic. If a fragile watermark is detected correctly in an image, we can say that the image has not been altered or tampered with since the watermark has been embedded.
Reference [47] proposed a unique scheme, where it works on both spatial and transform domain. It is a semi-fragile watermarking. It is claimed as robust against salt and pepper attack and cropping, however, the PSNR showed that the fidelity is average.
Scheme that operates in the spatial domain developed by [49] produces watermarked image that has high PSNR and has the reversible capability. The recovered image can get exact recovery. The schemes by [47] produce the highest PSNR among those studies in this paper, which is 65.76 dB for 12-bit image and is 89.3 dB for 16-bit image. The scheme had been tested to not only medical images like CT scan and MRI, but also general images. The PSNR and SSIM showed excellent result in recovery and high quality [49] .
VIII.

CONCLUSIONS
This paper surveys from some basic knowledge of digital watermarking, includes the techniques classification, requirements, and attacks of digital watermarking. This paper also reviews studies about an application of watermarking for medical images which are tamper localization. We focus on tamper localization since medical image should have a special security system from data manipulation and be very sensitive to any distortion and attacks. There are, still, many limitations and areas that should be developed for tamper localization, such as other modalities of medical images should be studied and implementation in the real data system at hospital should be done and evaluated.
